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Abstract: During the past few years, cybersecurity has gained a lot of prominence. In this paper,
phishing attacks are discussed in detail. In a phishing attack, an attacker disguises itself as a
genuine user and deceives the end-user to gains its personal information such as credit card,
usernames/ passwords etc. There are a number of ways to perform phishing attacks such as via
email, spear phishing, clone phishing, whaling etc. This paper talks about phishing attacks in detail
along with its techniques, counter-measures and recent trends directions for research. Phishing is
a significant threat to every individual, organization, and in general the global landscape. The paper
starts with a comprehensive study on phishing attacks and countermeasures. It provides an
overview of the techniques employed by attackers for compromising security. It also presents the
evolving trends in phishing attacks. Finally, the paper delves on the current countermeasures
proposed in literature to mitigate such threats.
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1. Introduction

Phishing attacks have emerged as one of the most prevalent and destructive cyber threats. With
the increasing reliance on digital platforms for communication, commerce, and data sharing,
phishing attacks have become more sophisticated, deceptive, and difficult to detect. Specifically,
after the emergence of recent technologies such as Internet of Things (1oT), generative Al and 5G
networks, there have been growing discussion on phishing attacks [27]. For this reason,
understanding the techniques employed by attackers, staying updated on evolving trends, and
implementing effective countermeasures have become very essential for protecting the sensitive
information as well as keeping the security of digital systems. Normally, the intent of the attacker
in a phishing attack is to access financial details, steal system credentials or other sensitive
information [14]. In addition, a phishing attack is generally followed by other forms of
sophisticated attacks such as ransomware attacks. According to Anti-Phishing Working Group,
phishing attacks increased by 250,000 per day in Jan 2021[17].
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In literature, various techniques to phishing have been presented. The attacker masquerade as a
legitimated person and then launches the attack in almost all form of phishing attack[17].
Primarily, phishing is performed over three types of mediums i.e. internet, SMS and voice [14].
For instance, fraudulent emails, sometimes called phishing emails, can be used to do phishing. The
email seems to be from reliable and trustworthy sources. False websites are another kind of
phishing tactic that are designed to trick users into giving up personal information. Finally, social
engineering in the form of phone calls/ SMS can be done to perform phishing. All of these
techniques employee (one form of or other) psychological techniques that are used to incite
individuals into disclosing private information.

Spear phishing, for example, has emerged as a highly targeted form of phishing, wherein attackers
personalize their messages to specific individuals or organizations, increasing the probability of
success. Moreover, mobile phishing and voice-based phishing have gained prominence due to the
widespread use of smartphones and voice-enabled devices, offering new avenues for attackers to
exploit.

In literature, a number of techniques have emerged to mitigate phishing. Amongst them, blanket
measures like SPAM filters, black lists, and domain reputation among others are popular
approaches. In addition, a number of novel approaches such as those based on machine learning
and deep learning have also been proposed. Machine learning is a branch of artificial intelligence
that learns patterns from the data and then classifies/ make prediction for unseen data. Finally,
novel measure to enhance end-users’ awareness about the threats of phishing attacks are also
needed. In addition, involvement of multi-factor reliable authentication methods are also an
essential component to eliminate vulnerability.

In view of the discussions outlined above, this paper presents a systematic literature review of
phishing attacks and countermeasures. The paper aims to provide a comprehensive overview.
Specifically, the major questions addressed in this paper are as follows:

e What is a phishing attack? What are its various definitions?

e What are the objectives of phishing? To identify a novel multi-phased approach to the
launch of a phishing attack

e What are the psychological techniques that are exploited to launch a phishing attack?

e Can we analyze the tactics employed by attackers so that readers can gain significant
insight into the nature of phishing? Can we identify the factors that contribute to successful
execution of a phishing attack

e What are the counter-measures employed to mitigate phishing attacks?

e What are the future directions for research in phishing attack prevention and detection.

e What are potential challenges of emerging technologies, such as blockchain, generative Al
in the context of phishing
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Rest of the sections are organize as follows. The next section presents related work in this direction.
This is followed with the methodology adopted for systematic literature review. Then, various
phishing definitions of phishing, popular phishing attacks, phishing techniques and then counter
measures are presented. The paper also presents the human factors involved in phishing. Finally,
the paper concludes with directions for future research.

2. Related work

Before proceeding towards the systematic literature review performed in this paper, it is essential
to highlight the current SLR performed and reported in literature. In [14], a systematic literature
review was performed on mitigation strategies for phishing attacks. The authors considered only
web-of-science and Scopus journals. They attempted to answer various questions related to
mitigation strategies, guidelines for anti-phishing and open research challenges. In [17], a state-
of-the-art survey on phishing detection was performed. The authors targeted only phishing
techniques based on URL and they discussed various conventional and machine/ deep learning
solutions proposed for detection of phishing attacks. A systematic literature review on phishing
and anti-phishing techniques have been presented in [27]. Similarly, a study on phishing
techniques, environments and counter-measures have been done in [28]. A review on phishing
techniques, counter-measures and phishing prevention techniques have been provided in [29].
Perspectives on Nigerian environment has been provided in [30].

Despite the availability of existing reviews, it is essential to provided an updated account on the
subject, as the phishing attacks are on the rise and every day, new forms of attacks are emerging.

3. Methodology

The paper has performed a systematic literature review of 25 research papers on phishing attacks.
Figure 1 shows the methodology adopted for research. The guidelines provided in [15] have been
followed for the systematic literature review.

3.1 Inclusion / exclusion criteria

For the systematic literature review, some inclusion and exclusion criteria were formulated to
obtain the papers that align with the goals of the study. Following are the criteria for the selection
of the paper:

e |IC1: The language of the publication is English

e IC2: The subject/ title of the paper is about phishing
e [C3: The paper has been published in a journal

e [C4: The paper has been published in last 5 years
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Following are the exclusion criteria:

e EC1: The paper has not been published in English

e EC2: The full text of the paper is not available

e EC3: The publication is not a peer-reviewed journal

Research Database Data
Questions selection extraction
Search Inclusion Analysis
String and
exclusion
criteria

Figure 1: The methodology for systematic literature review

3.2 Search string

In order to select papers, various key words were used to perform search such as phishing, phishing
attack, mitigating phishing attacks, counter measures for phishing attack, phishing definitions. The
search string can be formulated as follows:

Phishing OR mitigating phishing attacks OR phishing definitions OR phishing quidelines OR
prevention techniques OR solutions

3.3 Publication sources

For systematic literature review, existing papers have considered various data sources. Based on
the study, we have identified the most important data sources. Following are the dataset / avenues
from which research papers been collected: IEEE, ACM, Springer, Elseveir, Web of science,
Scopus, Emerald, MDPI. Google scholar has been used as the primary search engine. Table 1
presents a summary of some of the selected papers.
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Table 1: A summary of research literature on phishing attacks
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Banking [2] 3. Phishing Attack
g Countermeasures
. International Journal 1. Introduction
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Phishing Attacks
Prevention of @ot'l?sw Phishing
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y y Adhoc Network 4. National Initiative
Awareness for Cyber security
Training [4 .
raining [4] Education (NICE)
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viCyber Model
. 1. An overview of
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Survey of Annual Computer phishing
. y . P 2. Phishing Motives
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3. Phishing attacks
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A Review on International Journal ; Ipnr;[:r:r(]jilrj]ctlon
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Attacks[6] Engineering Research ' ’

Compose email,
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Definitions of phishing

There has been several definitions of phishing proposed in literature. However, based on the
studies, it has been find that there doesn’t exist a single definition of the term [28]. According to
[13], phishing is a fraudulent activity and the objective is to deceive an end-user or a trusted third
party to obtain sensitive information. [17] defines phishing as a social engineering attack. The
attacker deceives end-user via sending fake messages using social media platforms or emails.
According to [20], the attacker impersonates via taking the advantage of resemblance with a
legitimate entity to gain credentials of a user or other sensitive information. According to [21], a
phishing attack comprises three steps: lure, hook and catch. The victim first receives a lure
message. The message may contain some curiosity, fear, or empathy. The hook is the attachment
or the link that user clicks. The catch is when the attacker gains access to user’s personal / sensitive
information. According to [24], phishing attacks are multi-faceted, employing various techniques
to gain access to servers, domain names and stealing credentials. It is also regarded as an approach
to gain access to sensitive data of end-user using social engineering and technology [27]. The
authors in [22] provided the definition of phishing in the context of blockchain as the technique of
tricking a miner to add a malicious block to the chain. According to [28], phishing involves tricking
the end-user to let them perform the intent of the attacker.

Popular phishing attacks

In this section, we highlight some of the popular phishing attacks in literature. Figure 2 provides
the summary.
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Figure 2: Popular Phishing attacks in literature

1.1.  AOL Phishing attack in 1996

The roots of phishing can be traced back to 1996. A group of hackers utilized email and instant
messaging service. The attackers pretending them to be AOL workers to obtain passwords from
customers and take over their accounts. Since then, a rise in phishing assaults has been observed
around 57.53% on average every month [5].

1.2. Rock Phish Gang

Rock Phish Gang has also been cited in studies as involved in phishing. Being one of the most
prominent phishing organizations (formed in mid 2003), it has been a significant danger since then.
The gang employed various analytical techniques such as creating fake Internet sites which are
similar to real sites. The authors tricked consumers into surrendering their private details.

1.3.  Spear Phishing attack on banking

Similarly, in another type of phishing called spear phishing, attackers tailor their communications
to certain people or organizations. A spear phishing attempt on the banking sector was launched
in 2004. The attack targeted executives with phone calls, emails and websites.
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1.4,  Tabnabbing

Tabnabbing in 2005 was launched by a security researcher Aza Raskin. One of the socio-technical
vulnerabilities would be that a malicious site could inject a new page taking the place of the
genuine content with this fake login page thus capitalizing on the browser tabs.

1.5.  Operation Phish Phry

In another phishing attack called Operation Phish Phry, hundreds of people took part in the massive
multinational phishing. This resulted in loss of millions of dollars. The group was involved in
targeting of banks and other financial institutions. Overall, this operation was one of the phishing
attempts on a worldwide scale.

1.6. Iranian Revolutionary Guard Corps (IRGC) Spear Phishing

A group of hackers from Iran were involved in spear fishing attacks recently in Air Force. Emails
were sent specifically with the information that were collected from an insider with a
reconnaissance operation [16].

Phishing Mechanisms

Before understanding the various approaches to phishing and its counter-measures, it is
essential to zoom into the process of phishing. What are the entities involved and what steps are
involved in phishing? Phishing attacks are primarily performed to let the recipient release
information to the attacker. An assault of this type is performed by an attacker, sometimes also
called a phisher, who impersonates a trustworthy site. The attacker links to a website for the
purpose of creating a mimic of the website, thus he or she creates a malicious one. This phishing
website provides all the details of the target to the attacker. In almost all the cases, targets fail to
recognize phishing websites from legitimate ones, falling victim to the traps laid by the phisher

[6].

Phishing attacks have several steps that attackers follow to obtain information. In [28], five
major steps are identified for the phishing process. This includes attack planning, attack setup,
attack execution, fraud and post-attack phase. In another study[21], three major stepsi.e. lure, hook
and catch have been described as the major phase of a phishing attack. In general, the attacker first
prepares for the attack by coordinating it. As a sub-step, the victim on which data has to be
collected and the legitimate website which has to be mimicked are chosen in this step. The next
step entails planning and crafting of an email that looks real to make the victim such it can release
his or her information. The third step is sending the prepared e-mail to the intended recipient, and
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then, obtaining information about the ‘victim’. The final step will occur if the victim falls into the
phisher’s trap and the initiation of the gathering of information phase begins

Based on various studies, we identify five stages to describe a phishing attack i.e. attack
planning, compose, attack execution, data gathering and enacting fraud. Figure 2 shows the
process. Below, we discuss each of the steps in detail. In step 1, the (attacker) plans for and
coordinate, perform research and gather all the information about the environment, victim. In
step2, the attacker uses a phishing website to create an email. This email’s structure should make
it seem authentic and credible. Instead of an email, a phone call, SMS or any other medium can be
used. The victim (target) receives this crafted email from the attacker in step 2.

The attacker will then send the information to the target. The target would not be able to feel the
difference between a legitimate email and a phishing one, The target will open the attachment or
click on the link which will take her to the phishing website. In step 4, the phishing website gives
the attacker the login information. In step 5, the attacker will gather all of the victims records and
using the victim’s credentials, he can enact the fraud.

Planning Communicate Enact crime

Compose Gather Data

Figure 2: Proposed 5-step process for phishing attack

After having a brief discussion on phishing, we will now discuss the counter measures for phishing.
According to [14], three types of approaches can be employed. This includes anti-phishing
systems, models and frameworks, and human-centric mitigation strategies.

Types of Phishing Attacks

In this section, we will discuss the various types of phishing attacks proposed in literature. Phishing
attempts frequently target email addresses, phone numbers, banking information, credit card
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numbers, and account passwords [2]. The attacker or phisher uses social engineering to steal the
victim's personal information and account information. [20] classified various types of phishing
attacks into spear phishing, email phishing, malware phishing and ads-phishing. [28] classified
phishing attacks based on various criteria such as communication medium, target environment,
attack techniques and counter-measures. Figure 3 presents various types of phishing attacks.
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Figure 3: Various types of phishing attacks

1.7.  Email spoofing

One of the technique to perform phishing is via emails. In this technique, the attacker spoof
to be from some higher authority and gain the trust of the end-user [27]. A software link or
attachment is provided. Alternatively, advertisements may be sent to the victim. The victims of
these phishing assaults will lose the confidentiality and integrity of their personal information [2].
In this direction, several Al-based phishing solutions have been proposed in [32].
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1.8.  Brower vulnerabilities

Exploiting browser vulnerability is another type of phishing that has been reported in 30% of the
cases. The attackers are always in search for a vulnerability in browser to crack the victim
computer [27].

1.9.  Spoofed Website

The webpage that the phisher creates for a faked website will seem real and comparable to
a legitimate website [29]. When consumers click the website link and continue engaging with the
falsified websites, there is a great chance that their personal information will be exposed and stolen
by the phisher. This fraud website's link is shared with users by email or any other media sources
[11].

1.10. Phone Phishing

Since phone calls or text messages are used as the method, phone phishing is also known
as Vishing or Smishing [2]. The attacker communicates with the end-user via phone or mobile
[27]. They pretend to be a good guy or someone that the targets know very well. A typical example
is PIN code. Codes are produced for clients for any kind of transaction for online banking. The
bank may forward a realistic security alert message to the target. They are asked to call a specific
number to get information. The victim is directed by an authentic source within the email or the
Short Messaging Service. After the attack is completed, the attacker can use the details of the
victim to gain access to his/her messaging account and be in a position to conduct phishing to other
persons in the victim’s’ contact list. They are also called flier strategies. The phisher may also use
Caller Identification (CID) spoofing to disguise as calling from a truste source [29].

1.11. Social Media Phishing

Given that most individuals today use social media sites, this is one of the most recent
techniques for phishing attacks. Social media phishing may take place in a number of ways,
including account hijacking, frauds, the dissemination of malware, and impersonation assaults
directed at victims [10]. As social media is located outside the network perimeter, this kind of
attack takes more time to identify and block these threats than the other strategies [29].

1.12. Spear Phishing

Spear phishing targets a person, entity or organization [27]. The attacker picks a target and
allures him or her into divulging sensitive information. The spear phishing also involves carefully
created emails. These emails may contain information targeting specific organizations or
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individuals [16]. There can be varying levels of personalization involved in spear phishing such as
addressing the victim by its name, or involving impersonation. In the email template, the artists
ending to the e-mail is mentioned to be flexible and the attacker may adapt it to the specific
recipient. In the email, the information may be belonging to the target such as name, position held
and employer among other details would have to be provided.

The most obvious channels of spear phishing attacks are social networking websites such
as LinkedIn where it would be easy for them to find out the details of the person’s profession[10].

Man-in-the-middle attack

An attacker sits in between the communicating entities and gains access to the sensitive
information [27]. When the parties exchange information, they are intercepted and using various
techniques of social engineering and traffic analysis, sensitive information can be obtained.

Whaling

In such type of attack, the assailant pretends as a senior member of an organization [27].
The victim are generally the other employees of the organization. For instance, whaling happens
when an attacker targets a CEO or other executive. Before the actual attack, the attacker spends a
great amount of time profiling the target. Like other types of attacks, the attacker would send the
victim an email and try to convince them to give information [6]. Due to the focus on the highest-
ranking executives, this attack is recognized as a very risky endeavor. The reason is that such bands
deal with the most critical information about the company. The whaling is reported is 20% of the
total phishing attacks [27]

Pharming

Another kind of phishing attack is pharming. It doesn’t target any specific people using
this method as compared to other methods. However, even without needing to target any particular
person specifically, the assault might harm a vast number of individuals [6]. Pharming may be
carried out in one of two ways. In the first technique, the attacker emails a piece of code to the
target that alters all of the local host files. The host files would change the URLs into numerical
strings so that the system could utilize them to access websites. Despite inputting the proper URL,
this results in a redirect to the malicious site for the target. In the second type of attack, which is
known as DNS Poisoning. This method actually affects the domain name system table and does
not affect the local host files of the machine. The result of these manipulation is that the target
ends up being taken to negative websites. The victim thinks that they are going to genuine sites;
however, with DNS poisoning, they are directed to malicious ones [10].

106



Societal Transformation: Al and Big Data Journal

URL Based Phishing

Attackers are coming up with novel techniques to deceive end-users. One of the techniques is to
design a innocent looking URL similar to a genuine / benign URL [17]. For instance, for
www.facebook.com, they can design a URL www.faceb0Ok.com. To design a fake URL, the
attacker uses several techniques as follows [17,19]:

e The attacker may use SQL injection or cross-site scripting.

e The attacker may use an organization name with a different top level domain (TLD)

e The attacker may use a different protocol such as shttp instead of http

e The attacker my design a URL by slightly changing the spelling

e The attack may hide the URL in href part of the link and provide text such as “Click here”
to user

e Combo squatting can be done where the attacker registers a domain explicitly to launch a
phishing ttack

e The attacker may use tinyrul to shorten a URL

Anti-Phishing Solutions

Numerous tools are available to combat phishing attacks. The anti-phishing solutions are also
known as phishing assault solutions. Phishing prevention and phishing detection are the two
primary categories of anti-phishing solutions. In various studies, approaches such as multi-factor
authentication and mitmproxy has been used for anti-phishing [27]. Similarly, a number of datasets
have been developed to detect URL based phishing such as PhishTank, Alexa, JoeWein,
CommonCrawl and OpenPhish [17].

Finally, there are various phishing detection tools available in the market. The primary function of
these tools is to recognize and exclude phishing sites. Such toolbars can be viewed by the user as
additional tools that are normally embedded in web browser. A warning informs the user about the
risks of accessing a phishing site is displayed.

We now discuss the popular phishing detection techniques first. This is followed by phishing
prevention techniques.

Phishing Detection

It is very important to identify a phishing attack. Various solutions have been proposed in
literature. We can classify the existing approaches to detection of a phishing URL as
follows[17,19]. Figure 4 provides a summary of these approaches.
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Figure 4: A summary of phishing detection techniques

Blacklist/ White listing

The simplest technique is to black-list those URLSs that are most likely to be phishing websites
[23]. For this purpose various types of features of URL such as length of the URL, binary features,
suspicious words, special symbols, brand names, protocol and data URI can be used. However,
these approaches are unable to detect zero-day phishing sites. In some studies, string matching
solutions have been proposed [24].

An approach to handle this is that the given blacklist, the list of phishing websites is frequently
updated. However, normally these webpages are entered and updated by the system manually.
Blacklists are particularly useful for trivial usage because they are very accurate. However, as
discussed earlier, one major disadvantage of using blacklists is that they can seldom find websites
which are involved in phishing for a short time. Besides this, the blacklist cannot identify the
phishing website if no one has reported of the phishing website.

Heuristic-based approaches

Another approach is the heuristic approach for phishing identification. The website's contents are
examined using the heuristic-based technique. Surface level content, textual information and visual
content are the three different types of heuristic-based approaches. The surface-level content
heuristic just looks at the website's URL. The textual content heuristic analyzes the keywords or
words used on the page. The last visual content heuristic is looking at the website's design.
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Content-based approaches

In such type of attack, the actual content of the subject is checked for phishing. For instance, in a
number of approaches, the content of the website is analyzed for detection. Features such as login
form, tag type, hyperlink, CSS and images are used to classify phishing attacks [24]. One can also
consider the factors such as the age of a domain or the number of occurrences in search result to
detect the phishing URL [19]. Similarly, the content of an email can be analyzed to detect phishing
[27].

Machine learning based detection

Different machine learning based solutions have been proposed for detection of phishing. [28]
classified these approaches as those based on classification, clustering, anomaly detection, which
are again then based on URL based and content-based approaches. Below, we discuss some of the
approaches for machine learning based detection of phishing attacks.

Classification based approaches

[20] has proposed a layered solution based on machine learning for detection of phishing attacks.
The authors used support vector machines, XG Boost, random forest, ANN, linear regression,
decision trees, Naive Bayes and support vector machine algorithms for detection of phishing
attacks. For instance, LSTM has been used in various studies to detect phishing based on the URL
information [17]. Besides that, hybrid features from both URL and HTML content can be used to
detect phishing. In [19], PhishHeaven has been proposed as a machine learning solution for
detection of phishing URL.

Unsupervised-learning techniques
Anomaly detection based on un-supervised learning using auto-encoders have been cited in
various studies [17].

Deep learning-based approaches

Using machine learning can detect based phishing. However, machine learning requires manual
feature-engineering and is a tedious job. For this reason, several deep learning based solutions
have also been proposed. The authors in [23] proposed an NLP and deep-learning based solution
for detection of phishing attacks. They used GLOVE embeddings and evaluated different
algorithms such as LSTM, BIiLSTM, GRU and BiGRU. A machine learning technique based on
HTTP headers for detecting phishing attacks have been presented in [24]. According to [24], deep
neural networks, CNN, RNN, LSTM, GRU, auto-encoders, restricted Boltzman machines and
deep belief networks have been proposed for detection of phishing attacks.
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Ensemble-based approaches
In various studies, ensemble based approaches have been proposed that combined multiple
machine learning classifiers and then used voting or other approaches for detection of phishing

attacks For instance a novel approach to detect phishing has been presented in [31].

Text-mining based approaches

Several techniques based on text mining has been proposed in literature for phishing detection. For
these approaches, techniques such as TF-IDF, regular expression, latent semantic analysis, and
topic models have been used [28].

Phishing Prevention

Phishing prevention can be performed via software or user awareness. We now discuss these two
techniques in detail.

Phishing prevention using software

Phishing prevention of this type involves adding an additional layer of protection upon user as they
login to the website in order to stop phishing attacks. An example is two-factor authentication,
which verifies a user's identity before allowing access to their login account on a website, adds an
additional degree of protection [4].

Education

Education is one of the crucial approach to ensure the avoidance of phishing [5]. APWG and
Carnegie Mellon University has came up with various users’ anti-phishing education program. To
warn users about phishing, further educational initiatives include the development of games and
training simulations.

Auditing and Policy

The auditing and policy approach ensures various security policies and practices are put in
place in businesses to help staff in spotting cyber-attacks. Generally, these security regulations are
governed by policies that let personnel make decisions regarding the nature of a possible action
[10]. The policy approach can be regarded as a defensive tactic to manage employee behavior
while being attacked online.

Training and Awareness (ETA)

Auditing and policy procedures are effective only when they are implemented together with
awareness, education, and training programs. User is provided training on how to be attentive and
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identify a phishing attack while they are doing regular activities and interacting with other users
online. It is identified that training emails embedded with text and graphics are proven to be
effective [28]. 1Q test experiments can be designed as well to help users in identifying phishing
emails.

Consumer Awareness

Finally, the end-user must be made aware of the need of keeping their user credentials private and
in a safe place. In the event of any suspicious developments in their business or bank account, they
should provide credential to the cyber security unit as soon as feasible [4].

Phishing and Human Factors

In this section we will discuss various studies on human factors involved in phishing. We will
discuss the psychological aspects related to phishing

Simulations

In [16], authors have developed a simulation environment called SpearSim to study the spear
phishing attacks. The simulation identifies that people with high information availability are more
susceptible to spear phishing.

Behavioral studies

In another study[21], Nigerian universities were selected to determine the impact public beliefs,
age, status and gender. It was found that these factors doesn’t influence the scam susceptibility and
vulnerability rates. The authors also discussed various psychological factors impacting the success
of a phishing attack. These factors include neuroticism, extroversion, openness, agreeableness, and
consciousness.

Psychological factors

[28] has identified what personal and contextual attributes make people prone to phishing attacks.
They identified that curiosity and urgency are very important tenets. Stress also plays a very
important role. Older people are found to be less impulsive to emails. Gender is also found to play
a significant role.

4. Discussions & Emerging trend

The paper has discussed various types of phishing attacks and their counter-measures. Based on
the study, following are important findings. Deep learning algorithm have been highly effective in
countering and detecting phishing attacks.[1]. Most of the phishing attacks (around 96%) are
currently being conducted via emails. In those emails, malicious links are created and sent through
emails. When the user clicks on those links, they are redirected to a malicious webpage or a file
attachment. In addition, attackers may send malicious software/ files as attachment to emails that
can be used to further launch ransomware attacks/ malware attacks [17]. It is very difficult to
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prevent phishing attack currently. But, most of them can be avoided reduces through proper
awareness among the end-users. They can be educated about the precautions and necessary steps
to follow while being present over the internet.

The large share of phishing attacks are targeted towards financial services [17], then on shipping,
cloud storage services and payment services. We now turn our discussion on two popular emerging
trends in phishing.

Phishing attacks and generative Al

We must end the discussion with a note on the use of generative Al in developing phishing attack.
[18] have discussed how phishing attacks can be generated using ChatGPT. The severity of such
incidence stems from the fact that these tools are not detected by anti-phishing software. [19] has
also stressed on the fact that Al tools can be used to generate phishing URLS. [24] also highlighted
similar issue where the generative Al tools can be used to clone a website, generate phishing code,
obfuscation and other phishing steps. For resolving phishing issues, several Al-based and LLM
based solutions have been proposed in [32,33].

Phishing and blockchain

Blockchain is also facing severe forms of phishing attacks and is a major cause of concern[22].
According to various studies, more than 50% of attacks on Ethereum blockchains are phishing
attacks. Amongst the various solutions to address phishing attack in blockchain is the consensus
based protocol. Several machine learning and deep learning based solutions have also been
proposed. For a detailed comparison of various approaches, readers are referred to [22].

5. Conclusion

Phishing attacks target private information like usernames, passwords, and financial information,
and they present a serious risk to people and organizations all over the world. Over time, these
attacks have become more complex. Hence, it's critical to keep informed on the most recent
defenses. Specifically, with the advancement in society and the modern transformations coming
up, the importance of anti-phishing solutions can’t be denied. Hence, this paper presented a
systematic literature review on phishing attacks, their detection and counter measures.

The findings of the literature research showed that the various techniques and procedures proposed
in literature may help in effectively identify and stop phishing assaults. In terms of popularity,
deep learning algorithms, machine learning methods, and different heuristic approaches have been
found to be very effective. The paper also highlighted various emerging trends in phishing.

In a nutshell, this survey paper provides a comprehensive analysis of phishing attacks and the
countermeasures used. It also highlights the significance of user education, technological
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advancements, and the implementation of multiple defense mechanisms that can be used to reduce
the likelihood of falling prey to a phishing attack.
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