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Abstract: Data duplication is one of the core issues in data warchouses pertaining to the
quality of data. By finding and removing duplicate data, you can decrease the amount of space
needed to store your data. For smooth, efficient, and fast analysis the duplicated data needs to
be filtered out before using it for further process. However, very few research has been done
on data deduplication for textual data. Realizing this gap, this paper presents analysis of bloom
filters to detect duplicates in textual data. The paper discusses the challenges and the need for
textual data deduplication. Existing literature on the topic is classified. Then, bloom filter
based textual deduplication pipeline is presented. The proposed approach is evaluated with
different parameters to investigate the impact on false positives and storage efficiency. It has
been found that an optimal number of hash functions can reduce duplication along with
maintaining a low memory overhead. These findings also highlight tradeoff between accuracy,
scalability and computational cost. Hence, the proposed approach presents a promising
solution for large scale textual data deduplication in data warehouse.
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1. Introduction

In recent years, big data has gained prominence. A large volume of data is generated daily
through internet, IoT devices, social media and transaction management systems. Yet, the
volume of data generated is increasing day by day [8]. To manage such data, the emergence
of frameworks such as Hadoop, Apache Spark, pig, map/reduce, hive have been witnessed
[16].

Because of the massive volume of data, it is essential to identify duplicates during data
updates. The data deduplication process is very important for deriving actionable insights,
decision making and providing a competitive advantage [6]. Data warehouse is a large
repository that accumulates data from different sources.

This work proposes a bloom filter-based approach for duplicate detection in textual data.
Bloom filters and their various types are widely used as fast and space-efficient probabilistic
data structures [5]. The Bloom filter can be defined as employing hash functions to identify
membership in a set[1]. Bloom filters can be used for large number of applications. It is useful
in the situation when one wants to perform set membership tests quickly especially for big
data archives. Some of the most widely used applications of bloom filter are spell-checker,
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differential file updating, distributed network caches, and textual analysis. Bloom filter is
actually a probabilistic method with a predefined error rate [2].

The contributions of the paper are as follows. We first identify the need for textual data
deduplication in data warehouse. The major challenges pertaining to data deduplication is
discussed. Relevant literature / taxonomy pertaining to data deduplication is also presented.
The paper identifies bloom filter as a novel solution for handling duplicates. A data processing
pipeline is presented, therefore. The rest of the paper is organized as follows. The next section
discusses the major challenges for data deduplication. Then, literature review is presented.
This is followed with an introduction to bloom filter and its application in data deduplication.
Then, the proposed methodology is discussed followed by results. The paper concludes with
discussion on future work.

2. Challenges and the need for textual data deduplication

Data deduplication is a big challenge in data warehouse because data arrives from multiple
sources and it is possible that two fields that are same have different naming conventions,
format because of coming from different sources [7]. This challenge makes analysis difficult
and may hamper decision making. On the contrary, two records with some non-essential
making may be tagged as duplicates despite they are different. To avoid such problems, data
deduplication is required.

To address the data deduplication challenge, this paper proposes a bloom filter-based solution
for detecting duplicates. The paper primarily focuses on textual data. Following points signify
the importance of data deduplication in textual data:

o If the text data is duplicate, it can lead to incorrect reporting, misleading insights. A
single source of truth is necessary for reliability [18].

e Duplicate data increases the cost of storage [17]. In addition, there are unnecessary
delays in query processing and optimization

e Data deduplication can improve pipeline efficiency [19]

e Inaccurate data can lead to problems in marketing, finance and fraud detection

However, there are significant challenges in textual data deduplication. There is textual
variability such as capitalization, spacing, typos, abbreviations and synonyms. There can be
contextual sensitivity issues. Finally, data deduplication algorithms must be scalable. Let’s
discuss some of these challenges:

e Data variability and inconsistency: Data can be represented in different formats [20].
For instance, Karachi can be written as KHI. There can be typing mistakes and
different spellings for the same word. There can be the use of synonyms. The data
can be in different languages and can have phonetic similarities

o Ambiguity in matching: There can be partial duplicates. Also, false positives and false
negatives are possible. The context of the data must also be considered

e Scalability and performance [21]: The computational complexity of the data
deduplication algorithm should not be a high order polynomial

e Unstructured data: As the data is unstructured, there may not be any primary key or
identifiers concept

20



Societal Transformation: Al and Big Data

e Matching algorithms: The selection of the matching algorithms and threshold
requires careful consideration. In addition, the domain of the data (such as medical,
legal, education) may require different matching algorithms specialized for those
domain

o Selection of the victim record: Which record to keep and which to be deleted requires
significant expertise or human intervention, and may be dependent on organizational
rule

Mitigating these challenges require advanced NLP techniques and Al. This paper employed
bloom filter for handling data deduplication.

3. Related Work

There has been significant interest in data deduplication techniques for data warehouse
system. Interested readers are referred to [12] for detailed discussion. There are different
approaches to data deduplication proposed in literature. Amongst them is the similarity-based
approach that is based on identifying similarity between data items [9]. [6] has presented data
deduplication techniques and incremental upload in Hadoop data warehouse system. [8] has
proposed an architecture for data deduplication for data lakes. A data deduplication workflow
is designed. The general process remains same. The data is ingested, deduplicated and stored.
A six step data deduplication framework has been proposed in [9]. In [10], a secure data
deduplication scheme for textual data in cloud environments have been proposed. Another
data deduplication scheme has been proposed based on data compression and encoding in
[11]. Fuzzy logic has been used in [13] for data deduplication in data warehouse. Machine
learning has been used for data deduplication in [14].

Figure 1 provides the taxonomy of various approaches for data deduplication in data
warehouse system. Amongst the various data deduplication techniques include rule-based
approaches, probabilistic/ fuzzy matching approaches, machine learning approaches, deep
learning approaches and graph-based approaches. The rule-based approach relies on pre-
defined rules/ heuristics to identify duplicates in the data. Probabilistic approaches consider
similarity scores instead of strict equality. The machine learning approach is based on
identifying patterns in the data for duplicates. Deep learning approaches learn representations
of records for deduplication tasks. Finally, graph based approaches are based on connected
component analysis, community detection, and graph embeddings to consolidate duplicates.
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Figure 1: Taxonomy of various approaches for data deduplication

We also quote some work related to Bloom filter. The authors in [2] proposed an approach
based on Bloom filters to search for related passages in a monograph. The approach is based
on Bloom filters of all the possible words in each text of a monograph. Then, as the next step,
it computes the normalized dot product of all pairs of them. The outcome of the dot product
is actually a similarity measure. It must be noted that the higher the value of the dot product,
it will be more likely that the text will have similar content.

In our earlier work, we introduced bloom filter for identifying duplicates for generic data in
data warehouse [15]. This work has been extended in this research to propose a novel pipeline
and bloom filter approach for identifying textual duplicates.

4. Preliminaries

A bloom filter is a data structure for the probabilistic representation of a set X that supports
membership queries i.e., a query that checks whether element A is part of set X. It is a space-
efficient data structure with a minor rate of false positives.

Bloom filter has the advantage of space and query time efficiency. It performs more efficiently
compared to common algorithms. It uses a hash table to find whether an element is part of a
set or not. The false negatives are impossible in Bloom Filter. However, the Bloom filter has
one major shortcoming is that it can produce false positives.

Several Bloom filter variants have been proposed that address some of the limitations of the
original structure, including counting, deletion, multisets, and space efficient bloom filters.

5. Methodology

This section discusses the methodology for data deduplication. We will discuss the processing
pipeline as well as the bloom filter-based approach used to identify duplicates.

5.1. Processing pipeline

The processing pipeline comprises various steps as shown in Figure 2.
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Figure 2: Processing pipeline for data deduplication

In the first step, data is acquired from different sources. This includes databases, logs, APIs,
CSVs etc. In the preprocessing phase, various techniques are applied. This includes case-
normalization, white space removal, punctuation removal, stop-word removal, stemming,
lemmatization and standardization. Then, data deduplication is performed. For this purpose,
bloom filter is applied to remove the duplicate. After duplicates are identified, they are
consolidated. They can be performed automatically or based on human review. Post-
processing steps can be performed to improve accuracy of data deduplication. Then, the data
is stored in the data warehouse.

Even though the pipeline involves extensive steps for preprocessing, these basic steps are
essential to ensure that textual variations don’t cause any issue in duplicate detection phase.
The fact that textual data is noisy with variations may lead to false positive matches. Such
steps are standard in natural language processing and are performed automatically. However
after the duplicates are detected, record consolidation may be performed using automated
merging techniques or human review (as a future work). Finally, these steps are lightweight
and modular enabling the system to adopt to different domains scalable to larger datasets.

5.2. Using bloom filter for identifying duplicates

Listing 1 shows the bloom filter based approach for duplicate detection. In the first step we
Initialize the array with the m number of bits. Then, we pass the words through hash function.
Then, take the mod with m of hash output. If the value is 0 on the array index, then increment
the array index location of array.

The choice of a simple hash function was used to establish a baseline. However, the theory of
bloom filter is agnostic to the nature of hash function. The only condition is independence and
uniform distribution. The robustness of the bloom filter is already established in literature.
However, incorporating more sophisticated and domain-specific hash functions may optimize
the performance further such as for the specific domain of heterogeneous data warehouse
environment. It is also noted that optimal duplicate detection requires careful selection of
parameters. This is in particular with respect to the number of hash functions used in the bloom
filter.

Listing 1: Bloom filter approach for textual data deduplication

1: K = bit(m)
2: hash = h(K)
3: i = hash mod m

4: If the value is 0 on the array index

{

i+=1
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6. Results & Analysis

Figure 3 shows the results on various hash functions Vs. the false positive rate. We first pass
the input with a single hash function. It was producing false positives initially. At this stage,
the system is producing a relatively high number of false positives. This is due to the limited
discriminatory power of single hash function. Then, we increased the hash functions. In this
case, the false positives rate also decreased till at a particular point. After that when we
increase the number hash function the false positive results get increased again. This means
the trend didn’t continue indefinitely. Beyond a certain threshold, further increase in the
number of hash functions lead to a rise in false positive again.

We applied the solution to a case study of spell checker. For the spell checker, we pass the
word to the initialized bloom filter and check whether the word exists in it or not. With this,
we can use it with any language, as we just need to initialize the bloom filter with the
vocabulary of the language.

Log of False Positives

T T T
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Figure 3: Number hashes vs false positives analysis

It can be concluded that the number of hash functions gives the optimized result till at a
particular point after that it again produces the false positive. As the results indicate, a smaller
number of hash functions increases the likelihood of false positives while a higher number of
hash functions may cause collisions leading to rise in false positives again. These results
reflect that an upper limit on the number of hash functions should be chosen wisely to maintain
optimal data deduplication performance. Finally, these parameters should be selected based
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on the dataset peculiarities and application requirements. The parameter selection is not a
technical standpoint, but an important factor for large scale deployment of data deduplication
solutions.

7. Conclusion

This paper discusses an approach for textual data deduplication in data warehouse. With our
analysis, we can conclude that the bloom filter can be improved with the increase of hash
functions. However, the upper limit for the number of hash functions should be set very
effectively. Because this will optimize the performance of the bloom filter. Despite the
experiment conducted on a smaller dataset, the dataset doesn’t limit the general applicability
of bloom filter. The concept has been well-studied in the domain of data structure, have
scalability properties, and the same applies in this discourse irrespective of the dataset size.
The employment of a compact dataset enabled controlled experimentation and analysis of how
false positives vary with multiple hash function parameters. The larger dataset is anticipated
to show similar trends with greater scale in memory usage and throughput. Finally, the current
literature confirms that bloom filter grows logarithmically with dataset size in terms of
memory consumption.

There are certain limitations associated with the proposed approach. The current approach is
based on exact text matching after normalization. Therefore, the proposed approach doesn’t
address semantic equivalence. In domain such as medical/ legal studies, synonyms,
abbreviations or partial matching will remain undetected by lexical approaches such as the
one proposed in this study. This is a limitation of this study and future work can be done on
addressing semantic similarity by use of techniques such as word embeddings, ontologies or
contextual language models. There are certain other avenues where this research can be
pursued further. The analysis of the proposed approach needs to be performed on a larger
scale. We have used a simple hash function. More sophisticated hash functions can be used.
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