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Abstract

Intrusion Detection Systems important for protecting the modern networks against
increasingly advanced cyberattacks; however, high-dimensional network traffic, class
complexity, and limited model interpretability continue to affect the effectiveness of machine
learning based IDSs. This research developed an explainable intrusion detection framework
for UNSW-NBI15 dataset by integrating ExtraTrees-based feature-selection with multiple
machine-learning and ensemble classifiers. The empirical pipeline included data cleaning,
categorical encoding, feature normalization, ExtraTrees-based feature ranking, classification,
and performance evaluation. Five classifiers Naive Bayes, Decision Tree, k-Nearest
Neighbors, Random Forest, and LightGBM were experimentally evaluated using accuracy,
precision, recall, F1-score, confusion matrices, and ROC analysis. ExtraTrees reduced the
input feature space by retaining the most informative network traffic attributes and
simultaneously provided feature-level information for interpreting the classification process.
Among the evaluated classifiers, Random Forest achieved the highest reported overall
performance, with an accuracy of 89.12% and an F1-score of 89.10%, while LightGBM also
demonstrated competitive performance. ROC analysis produced an AUC of approximately
0.97, indicating strong discrimination between normal and malicious network traffic. The
results further showed that ensemble-based classifiers provided better overall detection
performance than the evaluated conventional classifiers. The principal contribution of this
study is the integration of ExtraTrees-based feature selection, ensemble machine learning, and
feature-importance-based interpretability within a unified intrusion detection framework,
thereby addressing predictive performance, dimensionality reduction, and transparency
simultaneously.
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1. INTRODUCTION

The rapid growth of digital technologies, including the cloud computing, Internet of
Things, and a massive network infrastructure, has greatly enhanced the traffic volume and
complexity of networks [1]. In conjunction with these developments, cyber threats have also
evolved to become more advanced and are a serious threat to data confidentiality, integrity,
and availability. IDS is vital in helping to detect the malicious actions and shield network
environments against possible attacks. Conventional forms of IDS, including signature-based
and rule-based systems are based on the pre-existing patterns and are unable to recognize
unknown or zero-day attacks, which is not enough to deal with contemporary cyber security
issues [2]. To reduce these limitations, IDS based on ML have become the focus of attention
over the recent years. The techniques analyze the traffic pattern on the network and they
automatically learn to distinguish between normal and malicious traffic [3]. Decision Trees,
Support Vector Machines and ensemble models are machine learning models that have shown
promising results on improving the accuracy of detection. Furthermore, there are still a number
of challenges [4]. The most problematic aspects that make computational procedures more
difficult and negatively impact the model performance are the high dimensionality of network
data. Also, most machine learning systems are black-box systems, with little interpretability
and less trust in their predictions, particularly in highly sensitive cybersecurity applications [4].

The feature selection methods have been proposed to solve problem of high-dimensional data,
which is to detect the most useful features that can help in intrusion detection [6]. One of these
methods is the use of trees like ExtraTrees which have been effective in picking important
features and minimizing redundancy. Simultaneously, more sophisticated ensemble-learning
algorithms [7], such as the RF and GB algorithms, have proved to be the more effective because
they combine various models to enhance the prediction, accuracy and generalization [8].

In spite of such development, no research has been done to combine effective feature selection,
ensemble learning and explainability into one unified framework. The majority of the available
research is aimed at enhancing the accuracy without shedding light on decision making in the
model [9]. This is because of the lack of transparency so as to restrict the practical significance
of the IDS in the real world where interpretation is necessary.

To address these concerns, an explicable intrusion detection model, based on UNSW-NB15
dataset [10] is suggested in this research paper. This method is a hybrid of feature selection
with ExtraTrees along with several ML models and ensemble-learning algorithms to increase
the performance of the detection and to decrease the number of feature dimensions. Moreover,
the structure features explainability, using feature importance analysis and visualization, which
help achieve better understanding of the model decision. Experimental results confirm that
proposed method is very accurate, and has low false alarms, transparency, which is why it can
be implemented in practice to cybersecurity.

2. LITERATURE REVIEW

The field of intrusion detection has seen a development with the help of the ML and data-
driven methods. The conventional IDS, such as signature-based, and the rule-based approaches
have been very popular in detecting known attacks [11]. In modern dynamic networks,
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however, they are very pattern-driven and are unable to identify unknown or zero-day attacks
because of their limited functionality. To overcome this disadvantage, researchers have
attempted to fill this gap by writing about IDSs based on machine learning which are capable
of learning patterns of network traffic data [12], The Logistic Regression, SVM, Decision
Trees and KNN are some of the supervised learning algorithms that have been applied to
provide the benchmarks to data like the UNSW-NB15. Such techniques have been discovered
to be more accurate in detection compared to the traditional techniques, but are more likely to
be false positive and low generalization with complicated and the high dimensional data [13].

UNSW-NBIS5 data set has since become a benchmark point of reference when testing intrusion
detection systems as they can create a realistic representation of real network traffic, and it also
includes various kinds of attacks. This dataset has been used in a number of studies to create
and compare the various ML models [14]. As an example, Random Forest has been found to
be one of the best classifiers because of its capability to address non-linear relationships and
minimize overfitting. On the same note, ensemble learning methods have also been extensively
implemented to enhance performance of the classification by utilizing a combination of many
models [15].

Also, it has been identified as an important factor to improve IDS service by feature selection.
Redundant and irrelevant features are common in high-dimensional datasets, and may
adversely affect model performance and raise computational cost. Most relevant features have
been selected using correlation analysis, mutual information and tree based technique.

Specifically, the ExtraTrees-based feature selection has demonstrated encouraging outcomes
to determine significant attributes and decrease dimensionality and model efficiency [16].
Other DL methods including the ANN, CNN, and LSTM networks have also been considered
in the intrusion detection field in recent years. Such models can be used to capture complex
data patterns, but they tend to consume significant computational resources and cannot be
interpreted [17], thus are not as usable in real time and explainable cybersecurity applications.

Although ML and deep learning-based intrusion detection systems have been developed, the
absence of explainability is still an issue. Most models that are currently available are black-
box and provide the limited information on the decision to make decisions. Such a lack of
transparency undermines faith in automated systems, particularly in such critical areas as
cybersecurity where it is critical to know the rationale behind the predictions. The selection
of features has also been revealed as a very significant aspect in improving intrusion detecting
systems [18]. The high-dimensional data can also include the irrelevant and redundant
features that may adversely affect the model and raise the cost of computations. Correlation
analysis, mutual information and tree-based methods are some of the techniques that have
been used in selecting the most relevant features. Specifically, feature selection using
ExtraTrees has demonstrated encouraging performance in selecting important attributes and
dimensional reduction and model efficiency. DL methods including Artificial Neural
Networks, Convolutional Neural Networks, and Long Short-Term Memory networks have
also been considered in the past years to detect intrusion. These models can also represent
complicated trends in data, but they usually need extensive computing resources and are not
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as easily interpretable, so they are not as applicable to real-time and explainable applications
of cybersecurity. Although ML and DL based intrusion detection systems have achieved
progress, one of the challenges is the absence of explainability. Majority of the existing
models are black-box systems, offering minimal information on the process of decision
making. Transparency will decrease trust in automated systems, particularly in sensitive areas
like cybersecurity, where it is crucial to know the rationale behind the predictions.

3. METHODOLOGY

The purpose of this research is to create an explainable machine learning approach for network
intrusion detection system, based on the UNSW-NBI15 dataset. The experimental procedure
involved data preprocessing, feature selection using ExtraTrees, training classifiers, ensemble
prediction, performance assessment, and feature-importance analysis. Special care was taken
to ensure that dimensionality reduction and model interpretation were not used to the detriment
of model performance, that is, without sacrificing the computational efficiency or
transparency..

Dataset Description

The UNSW-NB15 dataset was used to evaluate the proposed intrusion detection framework.
The set is developed by Australian Centre for Cyber Security in collaboration with the IXIA
Perfect Storm environment to emulate a variety of typical and malicious traffic. It contains
network-flow attributes collected by traffic-analysis tools, and annotated observations of these
regular activities and nine types of attacks: Analysis, backdoor, DoS, Exploit, Fuzzing,
Generic, Reconnaissance, Shellcode, and Worm-based threats.

There are forty five attributes in the original representation of the data, such as numerical and
categorical characteristics of network connections. The categorical variables (protocol, service,
connection state) needed to be transformed before being fed into the machine-learning
algorithms.

The final version should also state the number of observations used in the experiment,
including any observations discarded during preprocessing, in order to be reproducible.

Data Preprocessing

The raw network records were converted to a numerical representation that could be used by
a machine learning system for analysis. Data inconsistencies have been systematically
eliminated from the data and the attributes of the network have been made ready for
classification by the classifiers. Observations were initially checked for missing, null,
duplicate and inconsistent data. Data with missing or invalid values were excluded from the
analysis, and duplicate observations were also excluded to prevent multiple observations from
having a second impact on the training of the model. Some categorical attributes, like
protocol, service, state and others, were coded as one-hot vectors of numbers.

Z-Score standardization was used for numerical attributes:

Xi — Ui

Zi =
0j
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Where x; represents original value of it" feature, while y; and o; denote the average and
standard deviation from the training set, respectively.

This re-normalization allowed the numerical attributes to be scaled in the same way, and
prevented attributes with possibly wider ranges from having an undue influence on the training
of the model. Then the preprocessed dataset was split into 70% training data, and 30% testing
data by categorized sampling with a random state of 42. Both partitions were stratified to keep
a relative class distribution. The training partition then was used to develop and select the
model and the test partition was used to test the model's performance at the end.

Data Preprocessing Steps

d N

Data Cleaning

+ Handle Missing Values
v Remove Duplicates
V Fix Inconsistencies

¢

a . .
Categorical Encoding h
v/ One-Hot Encoding
+/ Convert Categorical Features
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+/ Normalize Numeric Data
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Figure 1. Data Preprocessing Pipeline for UNSW-NB15 Dataset

-Based Feature Selection

Following the preprocessing, ExtraTrees was used to determine the strongest features that
a network has for classification. ExtraTrees builds several randomly generated decision trees
and calculates the relevance of the features based on the decrease in impurity when the
features are used in the nodes.
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For a node t, Gini impurity can be expressed as:

Gt)=1- -pI%,t
k=1

where K denotes the number of classes and py, (represents the proportion of observations
belonging to class kat node t. For feature j, its importance was obtained from the weighted
reduction in impurity produced by splits involving that feature across the tree ensemble. The
feature-selection criterion can be represented as:

S={xj|Flj =1}

This procedure reduced the original feature space by approximately 48.89%, allowing the
subsequent classifiers to operate on a more compact representation of the network traffic
data.

Machine Learning Models and Hyper parameter Configuration

To measure the performance of the supervised machine-learning classifiers, five classifiers
NB, DT, KNN, RF, and LightGBM were evaluated. At the feature selection stage, the feature
subset was obtained, which was then used for training classifiers. To provide an unbiased
comparison across five classifiers, the same training and testing partitions were used. The
configurations of the models used in experiments are shown in Table 1. Parameters that were
not explicitly provided in the implementation would have their library default values. These
models are learned with the help of the chosen feature that are received with the help of
ExtraTrees algorithm.

Table:1 Hyperparameter Configuration Of The Machine-Learning Models

Model Hyper parameter Configuration Used

Naive Bayes GaussianNB() default parameters

Decision Tree DecisionTreeClassifier() — default parameters

K-Nearest Neighbors | n_neighbors = 5; remaining parameters at library defaults

(KNN)

Random Forest (RF) n_estimators = 50, random_state = 42; remaining parameters
at library defaults

LightGBM n_estimators = 50, random_state = 42; remaining parameters
at library defaults
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After feature selection, 70% of the data was randomly selected for training and 30% for the
testing based on a stratified sampling strategy.

For reproducibility, a predefined random seed of 42 was used. The relative class distribution
was maintained in the train and test sets. In the reported implementation, the parameters not
explicitly programmed were left at the defaults in the library, and no grid-search or
randomized-search procedure was used.

Ensemble Learning Approach

An ensemble learning is used to increase the performance by combining the predictions of
several machine learning models. Ensemble learning refers to the creation of an ensemble of
models to boost the performance of classification by utilizing their complementarity in terms
of increasing the accuracy of the classification and reducing the shortcomings of each model.

The ensemble model is a prediction aggregation model which uses the voting method, where
each individual classifiers' class label is decided by the majority vote. This method assists in
enhancing generalization and minimizing the false alarms.

Evaluation Matrices

Performance evaluation was done using accuracy, precision, recall, fI score and confusion
matrix for each of the classifiers. The implementation computed the precision, recall and F1-
score in a weighted average manner, taking into consideration the number of observations for
each class.

Accuracy was calculated as:
TP+TN

TP+TN+FP+FN

Accuracy =

Precision was defined as:

procision — T
recision = TP+ FP
Recall was calculated as:
Recall = P
= TP FN
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and F1-score was obtained as:

Precision X Recall

F1=2x
Precision + Recall

For multiclass evaluation, the implementation used weighted averaging:

c
Mweighted = Z (%) M,
c=1

Where M represents the metric calculated for class ¢, n. denotes the number of observations
belonging to that class, and Nrepresents the total number of test observations.

Confusion matrices were additionally generated for each classifier to examine class-specific
correct and incorrect predictions.

Explainability Analysis

The framework proposed incorporates explainability to enhance the level of transparency
and reliability of the model predictions. The scores of importance of features that are obtained
using the Extra Trees algorithm are used to determine the most important features in intrusion
detection.

The contribution of different features towards the classification decisions are analyzed
through the visualization methods. This helps in the behaviour of a model and provides an
indication of how the system is detected which makes the system more applicable in the
practical applications of cybersecurity of the real world.

Proposed Framework

In order to combine feature selection, machine learning models, and explainability, a single
framework is suggested. The framework starts with the UNSW-NBI15 dataset and
preprocessing and the feature selection based on the ExtraTrees algorithm.

The features are then chosen and trained in several ML models. An ensemble learning
approach is applied to improve performance, and the results are evaluated using standard
metrics. Finally, explainability is incorporated through feature importance analysis.
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Figure 2: Proposed explainable intrusion detection framework integrating ExtraTrees-
based feature selection, machine-learning classification, ensemble learning, and
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4. Results and Analysis
A. Evaluation Matrices

The proposed IDS performance is measured with standard classification measures. These
measures offer an all-around insight into model efficiency in network intrusion detection.

Accuracy: This is the general correctness of the model.
Precision: Measures the number of attacks which have been accurately predicted.
Recall: Determines the capability of model to classify real instances of the attacks.

F1-Score: Precision and recall are harmonic, which gives a balanced evaluation.

Classification Report for Multiclass Intrusion Detection
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Analysis 0.985

Backdoor
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Reconnaissance
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Shelicode

Worms
0.960

Accuracy

Macro Avg 0.955

Weighted Avg

0.950

Precision Recall F1-Score
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Figure 3: Class-wise precision, recall, and F1-score for multiclass intrusion detection,
including macro and weighted averages.
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In the proposed intrusion detection framework, results presented in the classification report (as
shown in Fig. 3) is the precision, recall and F1-Score achieved for each attack class.

The results show high classification accuracy for all the attack classes with most of the
precision, recall and F1 score are in the range of 0.95 — 0.99. This demonstrates that the feature
set selected is able to contain discriminative information to discern between normal network
traffic and each of the attack types.

The classification accuracy achieved was approximately 97%, while the macro-average and
weighted-average precision, recall and F1 scores were almost 0.97. The difference between
macro and weighted average is very small which shows that the proposed framework worked
well with both groups of attacks (the majority of attacks and the minority of attacks). The
results showed that the feature selection based on machine learning classification techniques
has good and stable performance in the intrusions detection dataset called UNSW-NB15.

Confusion Matrix Analysis of All Machine-Learning Models

Model Performance Comparison (in %)

100

Naive Bayes
Decision Tree

KNN

Random Forest n 89.09 89.12 - 60
LightGBM 88.01 88.15 88.01 0

Accuracy Precision Recall F1-Score - 40
Metrics

Model
=]
Performance (%)

Figure 4: Confusion matrices analysis & evaluation of ML models for intrusion
detection

Five machine-learning classifiers — NN, SVM, NB, RF and KNN — are compared on four
widely used metrics: Accuracy, Precision, Recall, and F1-score, as shown in Figure 4. The
results showed that the overall performance of Random Forest is the best with an accuracy
of 89.12%, a precision of 89.09%, a recall of 89.12% and an F1-score of 89.10%.
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The strength of Random Forest is in the combination of multiple decision trees into an
ensemble, which has a tremendous impact on generalization and prevents overfitting.

LightGBM was the second best model with an accuracy of 88.01% and an F1 score of
88.03%, showing that gradient boosting could effectively capture the complex relationship
between the various parts of the network traffic. The overall accuracy of the KNN and
Decision Tree were 87.60% and 86.38%, respectively, which were also competitive
classification results. Naive Bayes achieved the least accuracy (42.06%) as its conditional
independence hypothesis is not applicable with the features in the UNSW-NB15 dataset,
which are highly correlated.

These results show that the ensemble learning methods could outperform the conventional
classifiers in all of the evaluation metrics. The results indicate that the use of powerful
feature selection combined with ensemble learning improves the classification ability of a
network intrusion detection system while ensuring a stable predictive performance in each
of the categories of attacks.
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Random Forest gave the best discriminative performance, LightGBM gave the second
highest discriminative performance, KNN and Decision Tree gave third and fourth highest
discriminative performance respectively while Naive Bayes gave the lowest AUC. The curves
show that the tree-based ensemble models performed better in terms of the number of true
positive cases for a wide range of false-positive thresholds.
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Figure 6: Two-dimensional visualization of UNSW-NB15 network traffic using
the selected feature subset. Colors represent the ten normal and attack classes
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Figure 6 represents the scatter plot on the dependence of actual and predicted class labels.
Most of the predictions are close to the actual values, which means that the models perform
well. There are some minor variations in some areas especially when weaker classifiers are
used although generally the distribution proves efficiency of the proposed system to
effectively classify intrusion patterns.

S. CONCLUSION AND FUTURE WORK

Conclusion

In this research, two classifiers were used for feature selection and multiple classifiers,
ExtraTrees and Multiple Supervised Classifiers were used for the UNSW-NB15 dataset and
multiple classifiers, respectively, and several frameworks were proposed for intrusion
detection. The goal of the proposed framework was to extract the most important features and
keep the classification performance and improve the computation efficiency.

The results of the experiments showed that the accuracy, precision, recall and f1-score of the
ensemble classifiers (Random Forest and Light GBM) outperformed the traditional machine
learning models. The result of confusion matrix also confirms that the proposed framework
gives high classification accuracy and comparatively, low misclassification rates in various
attack category types. The ROC analysis also demonstrated the ability of the models tested in
discriminating.

This work also contributes to the interpretability of the features, by using the ExtraTrees
feature importance analysis. The selected features are not treated as a black box during
intrusion detection, but they provide us with some knowledge about the attributes of the
network that have the greatest impact on the intrusion classification process. The proposed
framework, however, only offers feature-level interpretation globally, and doesn't provide an
explanation of individual prediction decisions.

Based on the proposed framework, the use of effective feature selection and ensemble-based
machine learning methods can increase the intrusion detection ability of the systems while
reducing the feature redundancy and complexity of computation. The framework offers a
practical basis to create effective and explainable machine learning (ML) intrusion detection
systems (IDS).

Limitations

Although results are promising, there are still some drawbacks. In the first place the proposed
framework has only been tried on the UNSW-NBI15 data set, and its capacity to generalize to
other network environments has not been well documented. Secondly, the framework is based
on supervised machine-learning algorithms, and may not have the capacity to detect a zero-
day attack or attack it has not seen before, due to the need for labeled training data. Finally,
the explainability is only available for global feature-importance analysis offered by
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ExtraTrees algorithm. This will increase transparency in the selection of features, but not
provide local explanations of individual classification decisions.

Future Work

There are some directions that can be used in conjunction with the proposed framework.
Future work will explore the use of more advanced explainable artificial intelligent techniques
such as SHAP (SHapley Additive exPlanations) and LIME (Local Interpretable Model-
Agnostic Explanations) to obtain both global and local explanations of the intrusion detection
decision. Furthermore, the framework will be applied to other widely used datasets for
intrusion detection, such as CIC-IDS2017, CSE-CIC-IDS2018, and TON_IoT, to verify the
framework's effectiveness in various scenarios and to test how well it generalizes.
Furthermore, future research will investigate the hybrid intrusion-detection models to
combine the traditional machine learning algorithms with deep learning architectures to
further improve detection capabilities of advanced and unknown cyberattacks.

In an operational scenario, future research will focus on the framework in real-time network
conditions, emphasizing inference latency, throughput, memory usage and scalability in the
case of high volumes of network traffic. These assessments are crucial to ensure that the
proposed framework is practically achievable in enterprise settings. Work will be conducted
on integration of the proposed intrusion detection system with Security Operations Centers
(SOCs), and Security Information and Event Management (SIEM) system. This involves
allowing for live alert generation, analyst decision support, auto-response to incidents and
continuous model updates for deployment to real cybersecurity operations.
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