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Abstract: Risk assessment is one of the complex issues that determines the probability of
occurrence of the events. The purpose of this paper is to present the various types of cyber
risks and attacks that can significantly affect organizational performance. This research
study is qualitative research in which data has been collected from various respondents
operating in the field of cyber security in Pakistan’s telecommunication sector. This paper
follows the convenience sampling technique to collect data from various participants. The
sample size of 5 participants consisting of cyber security experts has been chosen for this
research. In-depth qualitative interviews were conducted with five senior cybersecurity
professionals from telecommunication organizations. This study underlines how cyber
experts can handle risk in their organizations. The proposed study aims to improve
cybersecurity standards or mitigate the impact of cyber-attacks in telecommunication
organizations. It was identified that DOS and DDOS attacks are very common attacks in
organizations. In addition, phishing attacks also pose a significant threat to both the
organizations and their customers. It was found that an array of tools like SIEM and IDPS
are highly useful for defending against cyber-attacks.
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1. INTRODUCTION

Cybersecurity is increasingly becoming a core requirement for modern era. It can pose
threat to nation security as well [8]. Organizations are shifting working methods towards
automation so that tasks can be accomplished with single click. At the same time, hackers
are waiting for opportunity to exploit or attacks on resources. In the light of literature
review, it is observed that 99% of the problems faced in cybersecurity are at the end-user.
For a detailed overview of cybersecurity challenges and crimes, see [13]. The user is often
not secured, especially among less educated people who inadvertently share their personal
information, which later becomes the basis for problems they encounter.

Everyday life is always at risk of unpredictable events with harmful or undesirable impacts.
A risk can be defined as the likelihood of something going wrong and resulting in damage or
loss. Cyber security can be defined as steps taken holistically to protect a computer or
network [9]. Cybersecurity risk has its own unique and crucial nature. Risk is the likelihood
and seriousness of a given set of threats and vulnerabilities compromising an organization's
information systems, data, and digital assets. Malicious actors, vulnerabilities in software,
insider threats, and weak security procedures are only some of the potential causes of
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cybercrime.

Despite the challenging nature of cyber security, it has been found that very little work has
been done in this area. The objective of this research paper is to define various types of
cyber-attacks that can affect an organization’s performance. It studies how risk assessment
can help in handling a system's vulnerability due to cyber-attacks. It can also assist in
understanding how cyber experts can handle risk in their organizations and improve
cybersecurity standards. Following are research questions along with themes for this study:

e RQI1. What cyber security risks and attacks are most prevalent among
organizations?

o DOS and DDOS attacks are very common attacks in organizations.

o Phishing attacks poses a significant threat to both the organizations
and their customers.

o In an organization, MITM attacks can occur when an attacker
positions themselves between two communicating entities.

o Identity-based attacks in organizations target the identity and
authentication mechanisms used within the organization to gain
unauthorized access or compromise sensitive information

o In an organization, spoofing attacks can target various aspects of the
communication infrastructure

o Brute force attacks can target various aspects of the organization's
infrastructure, including user accounts, network devices, and
encryption keys

e RQ2. What cyber security tools are more efficient and effective in conducting
risk assessment and risk mitigation for cyber-attacks?

o SIEM is highly beneficial for organizations in defending against
cyber-attacks.

o IDPS tools can play a significant role in conducting risk assessment
and risk mitigation for cyber-attacks

o Splunk provides several capabilities that can help organizations in
defending against cyber-attacks

e RQ3. How can we leverage cyber security tools to conduct risk assessments
and mitigate the cyber security risks among organizations?

o Risk assessment with thread identification.

Incidence response plan with continuous monitoring.
Data backup and recovery.
Regular audits and assessment.

O O O

Rest of the sections of the paper is organized as follows. First, literature review is
presented. This is followed with the methodology adopted. Then, results are presented and
the paper ends with conclusion.

2. LITERATURE REVIEW

There has been a great deal of studies conducted on cyber security and associated risks.
[9] have defined a standard for various terminologies associated with cybersecurity. In the
similar direction, [1] has identified various types of risks such as risks associated with
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finance and reputation of a company. The authors in [2] talked about the issues of
social engineering and data privacy. [3] talked about psychological profiling of hackers to
identify cyber security threats. [4] have analysed cyber security threats and risk based on
NIST framework. Various types of cybersecurity threats have been identified in [8].

Cybersecurity challenges in different domains have also been studied. For instance, [6]
have provided a comprehensive study on cybersecurity challenges in the domain of health
care. For SME, possible cybersecurity threats and challenges have been studied along with
different mitigation studies [7]. Even in education sector, there are various types of security
challenges [12]. Similar studies have been done for banking sector [15]. Miscellaneous
studies have been conducted on cyber security issues in different domains. For instance, [5]
have talked about cyber security in IoT systems [6]. [11] have discussed cybersecurity
challenges for the maritime sector. Cybersecurity issues for cognitive radio ad hoc networks
have been studied in [16].

One can’t underestimate the cybersecurity challenges associated with emergence of
chatbots like ChatGPT, Claude and Gemini [10]. Similarly, there are risks with Al based
driverless technology [14]. As far as cybersecurity studies for developing countries like
Pakistan are concerned, little work can be witnessed. [17] have discussed the cybersecurity
situation in Pakistan. A comparative study on cybersecurity laws and policies in Pakistan
with other countries have been conducted in [18]. A comprehensive approach to address
cybersecurity problems in Pakistan has been presented in [19].

Based on the extensive study, it has been identified that for developing countries, the
current state-of-the-art on cybersecurity is not extensively studied. This paper fills this gap
by presenting a qualitative study on cybersecurity in Pakistan.

3. METHODOLOGY

This section discusses the methodology employed in the study of cybersecurity attacks.

Fig 1 shows the research methodology.

. Data
Reporting acquisition
Analysis Preprocessing

—

Figure 1: Research Methodology
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3.1. Research Design

The study uses a qualitative research approach to understand the topic better and
provides insightful suggestions for enhancing cyber-security procedures in Pakistan's
telecommunications sector. The interview was conducted with telecommunications experts
in Pakistan with their permission. Semi-structured interviews with open-ended questions
were used to gather data, and with the participant's consent, the discussions were audio
recorded. The collected data were thematically examined after being transcribed verbatim.

3.2. Data Collection Method

For data collection in the cybersecurity field within Pakistan's telecommunication
industry, interviews were conducted with experts from multiple organizations. The goal was
to understand better the cybersecurity challenges, trends, and best practices. Data was
collected from cyber-experts from various organizations like Zong, Ufone, Telenor,
Mobilink, and PTCL. A total of five cyber-experts were chosen from the organizations
mentioned above. The interviews were conducted face-to-face with their permission. The
data was collected by using the convenience sampling technique. The reason for
convenience sampling is due to the lack of cybersecurity professionals in target country and
the nature of the topic which is highly sensitive and high risk domain.

3.3. Data Analysis Procedure

In data analysis, an interview with telecommunication cyber experts were conducted,
beginning with transcribing the interview recordings and organizing the data. The next step
involves coding the data, which represents different themes, topics, or concepts related to
the organization. This coding process can be done manually. We use thematic analysis
approach to gather the codes from the interview we conduct.

3.4. Research Ethics

Informed consent from the cyber experts were taken before conducting the interviews.
It was ensured that everyone understood our study's goals, the interview format, and the
data's intended uses. The experts were provided with an in-depth overview of the subjects to
be covered. Participants must freely and knowingly agree to participate in the interviews
without being forced. They had the right to decline participation or withdraw from the study
at any point without facing any negative consequences.

4. RESULTS

This section provides the findings from the in-depth discussions with
telecommunications industry cybersecurity experts. Their perspectives on the company's
operations, issues, and possible solutions are uncovered in these interviews. They were
asked several questions during these sessions and recorded their answers with their
permission. Thematic analysis was used since it allowed for a more thorough and accurate
classification and interpretation of the collected data.
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4.1. RQ1: What cyber security risks and attacks are most prevalent among
organizations?

The purpose of this question was to identify the most prevalent cyber security risks and
attacks. For this purpose, various questions were asked to identify the prevalent risks and
attacks. For example, one example question is “Which cyber security risks and attacks are
commonly observed across various industries and sectors?”. The responses received from
the respondents were analyzed and several codes were assigned to the important and
relevant information identified regarding the research question. A total of 45 codes were
identified to extract the results of this research question. However, there were some
duplications that were removed. Similarly, some of the codes did not contain sufficient and
relevant information, which were also removed. As a result, a total of 38 codes were
identified. Based on 38 codes, we merged some of the codes and ultimately identified six
major themes answering RQ1. Table 1 shows the number of codes identified against each
theme. Fig 2 provides further details.

Table 1: Common attacks in organizations with identified codes

S. No. Description No. of codes identified
| DOS and DDOS attacks are very 13
common attacks in organizations.
2 Phishing attacks poses a significant 07

threat to both the organizations and
their customers.

3 In an organization, MITM attacks 05
can occur when an attacker positions
themselves between two
communicating entities.

4 Identity-based attacks in 06

organizations target the identity and
authentication  mechanisms  used
within the organization to gain
unauthorized access or compromise
sensitive information.

5 In an organization, spoofing attacks 03
can target various aspects of the
communication infrastructure.

6 Brute force attacks can target various 04
aspects of the organization's
infrastructure, including user

accounts, network devices, and
encryption keys.
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No. of codes identified

W DOS and DDOS attacks are very common attack in organizations.
W Phishing attacks poses a significant threat to both the organizations and their customers.
M In an organization, MITM attacks can occur when an attacker positions themselves between two

communicating entities.
Identity-based attacks in organizations target the identity and authentication mechanisms used within

the organization to gain unauthorized access or compromise sensitive information.
M |n an organization, spoofing attacks can target various aspects of the communication infrastructure.

m Brute force attacks can target various aspects of the organization's infrastructure, including user
accounts, network devices, and encryption keys.

Figure 2: Malwares with their identified codes in RQI with description.
Now, various themes identified are presented.

4.1.1. DOS and DDOS attacks are very common attacks in organizations.

This theme has presented that Denial of Service (DoS) and Distributed Denial of
Service (DDoS) Attacks are quite common attacks that can significantly influence the
organizational performance and productivity to a great extent. A total of 13 important codes
were identified related to this theme. The respondents provided multiple answers regarding
this theme. Some of the sample responses from the participants have been given below.

» DDoS attack is quite harmful and damaging for organizations (RP1).

» DOS and DDoS attacks can enable the organizational servers to stop responding to

the queries (RP4).

» A DoS and DDoS attack is carried out by a single attacker, targeting a
telecommunication organization's infrastructure or services to disrupt or disable
them (RPS5).

» Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks can
significantly impact organizations by overwhelming their network infrastructure,
servers, or resources, leading to service disruptions and potential financial losses
(RP3).

4.1.2.  Phishing attacks poses a significant threat to both the organizations and
their customers.

This theme has presented that Phishing Attacks are quite common attacks that can

significantly influence the organization’s performance and productivity to a great extent. A

total of 07 important codes were identified related to this theme. The respondents provided
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multiple answers regarding this theme. Some of the sample responses from the participants
have been given below.

»  Phishing attacks can lead to financial losses for the organizations (RP2).

» Phishing attacks can severely damage an organization's reputation. If customers or
partners fall victim to phishing scams impersonating the organization, it can erode
trust and credibility. The organization may be seen as vulnerable to cyber threats,
resulting in a negative perception among stakeholders and potential loss of business
opportunities (RP3).

4.1.3. In_an organization, MITM attacks can occur when an_attacker positions
themselves between two communicating entities.

This theme has presented that Man-In-The-Middle (MITM) Attacks are quite common
attacks that can significantly influence the organizational performance and productivity to a
great extent. A total of 05 important codes were identified related to this theme. The
respondents provided multiple answers regarding this theme. Some of the sample responses
from the participants have been given below.

» A successful MITM attack allows the attacker to intercept and eavesdrop on
communications between two parties, enabling them to gain unauthorized access to
sensitive information (RP5).

» In my opinion, MITM attacks can target authentication processes and compromise
the trust between parties (RPI).

» MITM attacks can disrupt communication channels, particularly if the attacker
selectively blocks or alters data packets (RP4).

4.1.4. Identity-based attacks in organizations target the identity and authentication
mechanisms used within the organization to gain unauthorized access or
compromise sensitive information

This theme has presented that Identity-based Attacks are quite common attacks that can
significantly influence the organizational performance and productivity to a great extent. A
total of 06 important codes were identified related to this theme. The respondents provided
multiple answers regarding this theme. Some of the sample responses from the participants
have been given below.

» Identity-based attacks, such as identity theft or credential theft, can grant attackers

unauthorized access to sensitive organizational data (RP3).

4.1.5. In_an_ organization, spoofing attacks can target various aspects of the
commaunication infrastructure

This theme has presented that spoofing Attacks are quite common attacks that can
significantly influence the organizational performance and productivity to a great extent. A
total of 03 important codes were identified related to this theme. The respondents provided
multiple answers regarding this theme. Some of the sample responses from the participants
have been given below.

» In my opinion, Spoofing attacks can allow attackers to gain unauthorized access to

organizational systems, networks, or applications by impersonating legitimate users
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or devices (RP3).
» Spoofing attacks, particularly email spoofing, can enable attackers to impersonate
high-level executives, partners, or trusted entities within an organization (RP1).

4.1.6. Brute force attacks can target various aspects of the organization's
infrastructure, including user accounts, network devices, and encryption

keys

This theme has presented that Brute Force Attacks are quite common attacks that can
significantly influence the organizational performance and productivity to a great extent. A
total of 04 important codes were identified related to this theme. The respondents provided
multiple answers regarding this theme. Some of the sample responses from the participants
have been given below.

» Brute force attacks can facilitate the theft of intellectual property, trade secrets, or
sensitive business information (RP2).

» In my opinion, brute force attacks indicate weaknesses in password security and
can expose vulnerabilities in an organization's security practices (RPS5).

4.2. RQ2: What cyber security tools are more efficient and effective in conducting
risk assessment and risk mitigation for cyber-attacks?

The purpose of this research question was to identify the most prevalent cyber security
risks and attacks. For this purpose, a number of questions were asked from the respondents
to identify the prevalent risks and attacks. For example, one example question is “Which
specific cyber security tools are widely recognized for their ability to conduct
comprehensive risk assessments and prioritize potential cyber threats based on their impact
and likelihood?”. The responses received from the respondents were analyzed and a number
of codes were assigned to the important and relevant information identified regarding the
research question.

A total of 35 codes were identified to extract the results of this research question.
However, there were some duplications that were removed. Similarly, some of the codes did
not contain sufficient and relevant information, which were also removed. As a result, a total
of 29 codes were identified. Based on 29 codes, we merged some of the codes and
ultimately identified three major themes answering RQ2. Following are the number of codes
identified against each theme (Table 2).

Table 2: Cybersecurity tools with numbers of codes.

Sr.no. | Description No. of codes identified
1 SIEM are highly beneficial for organizations in 12
defending against cyber-attacks.
2 | IDPS tools can play a significant role in conducting 09
risk assessment and risk mitigation for cyber-attacks.
3 Splunk provides several capabilities that can help 06
organizations in defending against cyber-attacks.

54



Societal Transformation: Al and Big Data Journal

Figure 3 shows the various cybersecurity tools used in organizations. It can be seen that
SIEM and IDPS are the major tools in these organizations.

RQ 02
14
12

(= R ~ T =) B -]

No. of codesidentified

W SIEM are highly beneficial for organizations in defending against cyber-attacks.
| |DPS tools can play a significant role in conducting risk assessment and risk mitigation for cyber-attacks.

m Splunk provides several capabilities that can help organizations in defending against cyber-attacks.

Figure 3: Cybersecurity tools used in organizations
The next paragraphs present the various associated themes.

4.2.1. SIEM is highly beneficial for organizations in defending against cyber-

attacks.

This theme has presented that Security Information and Event Management (SIEM) is a
technology solution that can significantly influence organizational performance and
productivity to a great extent. A total of 12 important codes were identified related to this
theme. The respondents provided multiple answers regarding this theme. Some of the
sample responses from the participants have been given below.

» SIEM can help identify insider threats within the organization (RP4).

» In my opinion, SIEM solutions collect and analyze log data from various sources,
such as network devices, servers, applications, and security systems. This allows
telecommunication organizations to detect and respond to cyber threats in real-time
(RPI).

» SIEM tools can integrate with external threat intelligence feeds and sources (RP3).

4.2.2. IDPS tools can play a significant role in conducting risk assessment and risk
mitigation for cyber-attacks

This theme has presented that Intrusion Detection and Prevention System (IDPS) is a
solution that can significantly influence the organizational performance and productivity to a
great extent. A total of 09 important codes were identified related to this theme. The
respondents provided multiple answers regarding this theme. Some of the sample responses
from the participants have been given below.

» IDPS tools continuously monitor network traffic and analyze it for potential threats
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(RPS).

» As effective risk assessment and mitigation require continuous monitoring and
adaptation to evolving threats. IDPS tools provide ongoing monitoring and update
their threat databases regularly to address emerging cyber threats (RP2).

4.2.3.  Splunk provides several capabilities that can help organizations in defending
against cyber-attacks
This theme has presented that Splunk is a powerful platform that can significantly
influence the organizational performance and productivity to a great extent. A total of 06
important codes were identified related to this theme. The respondents provided multiple
answers regarding this theme. Some of the sample responses from the participants have been
given below.
» Splunk's powerful search and analytics capabilities allow for deep data inspection,
uncovering potential risks and vulnerabilities (RP3).
» Splunk's powerful search and analytics capabilities allow for deep inspection of
data, uncovering potential risks and vulnerabilities (RPI).
» In my opinion, Splunk in risk assessment and mitigation depends on proper data
ingestion, data modeling, and skilled personnel (RP5).

4.3. RQ3: How can we leverage cyber security tools to conduct risk assessment and

mitigate the cyber security risks among organizations?

The purpose of this research question was to identify the most prevalent cyber security
risks and attacks. For this purpose, a number of questions were asked from the respondents
to identify the prevalent risks and attacks. For example, one example question is “How can
organizations utilize cyber security tools to identify and prioritize potential cyber security
risks based on their impact and likelihood of occurrence?”. The responses received from the
respondents were analyzed and a number of codes were assigned to the important and
relevant information identified regarding the research question. A total of 39 codes were
identified to extract the results of this research question. However, there were some
duplications that were removed. Similarly, some of the codes did not contain sufficient and
relevant information, which were also removed. As a result, a total of 30 codes were
identified. Based on 30 codes, we merged some of the codes and ultimately identified four
major themes answering RQ3. Following are the number of codes identified against each
theme (Table 3).

Table 3: Cybersecurity tools to conduct risk assessment and mitigate the cyber security
risks among organizations.

Sr.no. | Description No. of codes identified
1 Risk assessment with thread identification. 08
2 | Incidence response plan with continuous 07
monitoring.
3 Data backup and recovery. 09
4 | Regular audits and assessment. 06
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Figure 4 shows the various risks assessment and mitigation techniques.

RQ03
10
8
6
4
2
; e
No. of codes identified
M Risk assessment with thread identification. H Incidence response plan with continuous monitoring.
M Data backup and recovery. W Regular audits and assessment.

Figure 4: Risk assessment and mitigation techniques.
The next paragraphs present the various themes.

4.3.1.  Risk assessment with thread identification.

This theme has presented that risk assessment with thread identification is a solution
that can significantly influence the organizational performance and productivity to a great
extent. A total of 08 important codes were identified related to this theme. The respondents
provided multiple answers regarding this theme. Some of the sample responses from the
participants have been given below.

» Risk assessment, coupled with threat identification, can greatly benefit from
leveraging cyber security tools (RP3).

» It helps in identify weaknesses and vulnerabilities within an organization's network,
systems, and applications (RP2).

4.3.2. Incidence response plan with continuous monitoring.

This theme has presented Incidence response plan with continuous monitoring is a
solution that can significantly influence the organizational performance and productivity to a
great extent. A total of 07 important codes were identified related to this theme. The
respondents provided multiple answers regarding this theme. Some of the sample responses
from the participants have been given below.

» An incident response plan with continuous monitoring can leverage cyber security
tools to conduct risk assessment and mitigate cyber security risks effectively (RP5).
» By leveraging these cyber security tools, organizations can enhance their incident
response plans, continuously monitor their environment for potential risks, and
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effectively mitigate cyber security threats (RP4).

4.3.3.  Data backup and recovery.

This theme has presented that Data backup and recovery is a solution that can
significantly influence the organizational performance and productivity to a great extent. A
total of 09 important codes were identified related to this theme. The respondents provided
multiple answers regarding this theme. Some of the sample responses from the participants
have been given below.

» In my opinion, Data backup and recovery processes can indeed leverage cyber
security tools to conduct risk assessment and mitigate cyber security risks
(RPI).

4.3.4. Regular audits and assessment.

This theme has presented Regular audits and assessment is a solution that can
significantly influence the organizational performance and productivity to a great extent. A
total of 06 important codes were identified related to this theme. The respondents provided
multiple answers regarding this theme. Some of the sample responses from the participants
have been given below.

» They audit tools ensure that systems and applications are properly configured
to adhere to security best practices and organizational policies (RP4).

» Regular audits and assessments are essential in telecommunication
organizations to ensure the security, integrity, and compliance of their systems
and networks (RP2).

5. CONCLUSION

This paper presented a qualitative study on cybersecurity challenges; associated risks
and the tools used in various organizations. The target sector is telecom industries of
Pakistan. A total of 5 experts were interviewed, and they were asked different questions.
There were 3 major research questions. For each research question, several sub-themes were
identified and presented. Future studies can be targeted to holistically cover other sectors
such as education, banking, textile and pharma etc.
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